Abstract
Introduction
Network security issues are becoming more serious with the growth of computer and network applications. Intrusion is a set of actions which attempt to comprise the confidentiality, integrity or availability of a resource [12] . An Intrusion is defined to be a violation of the security policy of the system and it cause loss of integrity, confidentiality, denial of resources or unauthorized use of resources. Intrusion Detection System (IDS) is used to detect various intrusions in network environment and to prevent information from malicious attackers [9] .
Intrusion detection is not introduced to replace prevention-based techniques such as authentication and access control; instead, it is intended to complement existing security measures and detect actions that bypass the security monitoring and control component of the system [21] .
A good IDS identifies all possible intrusions and recommends actions to stop the attacks. IDS acts like a gate-keeper that will detect and block the intruder to access the network. When an intruder attacks a system, the ideal response of the system is to stop the activity. This should be done before that will damage or access sensitive information from the system.
Traditional IDS have a central manager which attack and overload when there are many requests from clients [9] . The two data sources that relied in traditional intrusion detection are log files and network traffic. The log files are used to record the user's activity and the network traffic contains many potential threats.
Different forms of IDS are used as the main tool to detect and protect all of the computer system resources in various organizations. This may be a specific tool or software that can install on the system which needs to be protected [20] . The design of IDS is based on the architecture that is durable and can survive when there is an attack. So the research on IDS design architecture is durable and challenging.
IDS can be classified into several types namely misuse intrusion detection and anomaly intrusion detection systems, network based and host based systems, and passive and reactive systems.
Misuse intrusion detection or pattern matching detection [2] , [3] uses signatures or rules that describe undesirable events. They perform some action when the pattern matches an event or data. This approach allows the detection of intrusions which the system has learned their signatures perfectly. The IDS analyzes the information it gathers and compares it to large databases of attack signatures.
Anomaly intrusion detection [4] , [6] , [8] are designed to detect general misuse and attacks for which no signature exists. This attempts to construct a model according to the stastical knowledge about the normal activity of the computer system. The system administrator defines the normal baseline, state of the network's traffic load, breakdown, protocol, and typical packet size. The anomaly detector monitors network segments to compare their state to the normal baseline and look for anomalies.
In a network-based system, (NIDS) the individual packets flowing through a network are analyzed. The NIDS can detect malicious packets that are designed to overlook a firewall's simplistic filtering rules. NDIS are placed at a strategic point or points within the network to monitor traffic to and from all devices on the network. Ideally you would scan all inbound and outbound traffic; however doing so might create a bottleneck that would impair the overall speed of the network.
In a host-based system, (HIDS) the IDS examines all the activity on each individual computer or host. HIDS are run on individual hosts or devices on the network. HIDS consists of an agent on a host which identifies intrusions by analyzing system calls, application logs, file-system modifications and other host activities.
In a passive system, the IDS detect a potential security breach, logs the information and signal an alert. A passive IDS simply detects and alerts. When suspicious or malicious traffic is detected an alert is generated and sent to the administrator or user and it is up to them to take action to block the activity or respond in some way.
In a reactive system, the IDS respond to the suspicious activity by logging off a user or by reprogramming the firewall to block network traffic from the suspected malicious source. Reactive IDS will not only detect suspicious or malicious traffic and alert the administrator, but will take pre-defined proactive actions to respond to the threat. Typically, this means blocking any further network traffic from the source IP address or user.
Though IDS and firewall both relate to network security, an IDS differs from a firewall. A firewall looks out for intrusions in order to stop them from happening. The firewall limits the access between networks, in order to prevent intrusion and does not signal an attack from inside the network. An IDS evaluates a suspected intrusion once it has taken place and signals an alarm. An IDS also watches for attacks that originate from within a system.
The remaining paper is organized as follows. Section 2 describes the related work done for intrusion detection. Section 3 dealt with the Distributed Intrusion Detection System (DIDS) overview. Section 4 describes an intelligent agent based approach using genetic algorithm. Section 5 gives the experimental results and analysis. Finally conclusions and future work is added in section 6.
Related Work
With the growth of computer and its applications, security issues like network intrusion and virus infection are becoming more serious. Before modern IDS, manual search for anomalies of intrusion detection is used. To perform this task manually log files are used and the manual process is not only strenuous and inaccurate, but also time consuming and man-power intensive. This process is irregularly constituted on actual attack or intrusion and the whole process required enormous investigation [1] . Then automated pattern matching log file readers are developed. By the development of Internet, 70 percent of all attacks originated are in comparison to 31 percent from internal systems. This method will not have log files of a given host, but by monitoring network traffic, searching for attack patterns in the Internet.
In [11] , to overcome the drawbacks of traditional intrusion detection systems which have a central manager, peer-to-peer approaches in intrusion detection is suggested by applying a mobile agent migration strategy to collect information from direct linked neighbours. This agent based approach will decrease the overhead of each host in the network, reduce the security risk and achieve more accurate detections. Mobile Agent based P2P Distributed Intrusion Detection Framework (MADIDF) execute tasks autonomously in dynamic environments. The experiments are done to analyze the performance for detection precision, network latency and network load against different number of hosts of MADIDF and compared it with P2P IDS presented in [10] ie., (MASHD). For testing the performance of MADIDF and MASHD, the experiment is performed in four different scales which include ten, twenty, fifty and hundred hosts.
A Distributed Intrusion Detection system using Mobile Agents (DIDMA) [3] places static agents at every host and the network along with a centralized mobile agent dispatcher and IDS console. This approach provides better scalability and is platform independent but lacks security problems.
An Agent based Distributed Co-operative Model (ADCM) for distributed agents to perform intrusion detection in a distributed fashion are proposed in [14] . Figure 1 shows the architecture of ADCM in that inner agents are used in the same Logic Detection Domain (LDD). All the data collection and event analysis is done by the distributed agents without the presence of any centralized analysis. In ADCM, centralized analysis is avoided by performing the analysis at agent level and that give security events to those that had subscribed the service.
A completely DIDS based on distributed hash table to efficiently exchange and meta-alerts in a cooperative, self organizing and load balancing way was presented in [15] . Sensitivity is the limitation in centralized system and scalability is also limited. The proposed approach have decentralized structure and has additional detection skills due to distributed information collection and subsequent correlation, no single point of failure and no bottlenecks compared to conventional IDS. Distributed intrusion detection based on Clustering overcomes the drawbacks on labeled training data which are based on anomaly based IDS was presented in [17] , which employ clustering twice. First clustering is used to select anomalies at agent IDS and second to choose the true attack at central IDS. The agents are responsible for collecting data from data sources, normalizing and choosing anomalies from the analysis.
An autonomous and mobile agent based distributed intrusion detection is presented in [19] , which utilizes 'aglets' mobile agent platform. This system has five types of agents named administrator agents, analyzer agents, connection agents, crisis agents and update behavior agents, which interact with each other to perform the detection task.
Distributed Intrusion Detection System
Distributed Intrusion Detection System (DIDS) is developed to guard against some of the Network Security Monitor (NSM) deficiencies like an attacker who enters a system via a dial-up line and this may not generate any network activity. In DIDS, the host and LAN monitors and report any interesting events, which may possibly dead to intrusive activity, to a centrally located DIDS director, which employs an expert system to detect possible attacks [22] . Figure 2 shows a generalized DIDS target environment. The DIDS architecture combines distributed monitoring and data reduction with centralized data analysis. DIDS architecture consists of DIDS director, a single host monitor per host and a single LAN monitor for each broadcast LAN segment in the network which is monitored. All hosts in the monitored domain are also equipped with the host monitor. The host and LAN monitor are responsible for the collection of evidence of unauthorized or suspicious activity and DIDS director is responsible for its evaluation. Reports are sent independently and asynchronously from the host and LAN monitors to the DIDS director through a communications architecture shown in figure 3.
Genetic Algorithm
Genetic Algorithm (GA) has been used to solve many optimization problems. In this a initial population is randomly generated and is evaluated with a fitness function. With higher probability of fitness is being chosen to create the next generation. The size of the population is same for all the iterations and the process is iterated until a predefined threshold value is met or a maximum number of iterations are reached.
A network is usually represented as a weighted digraph G = (N, E), where N denotes the set of nodes and E denotes the set of communication links connecting the nodes. In multicast tree T = (N T , E T ), where N T ≤ N, E T ≤ E, if C(T) is the cost of T, P T (s,u) is the path from source node s to destination u Є U in T, B T (s,u) is usable bandwidth of P T (s,u). The cost of multicast tree T is, C (Te) = Σ eЄET C (e), e Є E T The bandwidth of multicast tree T is the minimum value of link bandwidth in the path from source node s to each destination node u Є U, that is B T (s,u) = min (B(e), e Є E T )
From the source node s and destination nodes set U = {u 1 ,u 2 ,…….u m }, a chromosome can be represented by a string of integers with length m. The chromosome of genetic algorithms is composed of a series of integral queuing with length m, the gene of genetic algorithms is the path in path set {P i 1 ,…P i j ,….P i l } [7] between s and u i , where, P i j is the j-th path of destination node u j , l denotes the path number between s and u j Each chromosome in population denotes a multicast tree. Now for each destination node u Є U, by the k-th the shortest route algorithm, the encoding space can be improved by finding out all routes that satisfy bandwidth constraint from source node s to destination node u Є U and composing routes set as candidate routes set of genetic algorithm encoding space. Assume that U . i is the set of destination node u i which satisfies bandwidth constrained, then
where, P i j denotes the j-th route which satisfies bandwidth constraint of destination node u i .
Figure 4 Structure of Genetic Algorithm
Initially the intelligent system should provide with necessary information and then the detection stage where the system detects intrusions based on the earlier steps.
Data Representation
Initially the genes should be represented as different data types like byte, integer, float etc., and the data range of the genes should be generated, in each iteration randomly. Then the genetic algorithm uses set of rules for the network of the form [16] 
If {condition} then {act}
The IDS will usually compares the network conditions with an intruder source IP address and port number that are already stored in the database. If it matches an alarm will be generated indicating that the intruders IP and port number shows to be an attacker. 
Genetic Algorithm Parameters
The fitness function will compute the best solutions from the information mentioned from the initial population. The selection operators like mutation and crossover form the most effective parts in the algorithm when they involve in operation of the each iteration. On completion of a single iteration the best individual is selected. The flowchart for the genetic algorithm based distributed intrusion detection system is given in figure 5 . Selection operation has two procedures. Firstly, computing fitness value; secondly, queuing it from the smallest to the biggest. Then the min fitness value is the best individual, selecting the best individual as father-individual, the selection probability of each individual is proportional to its fitness value, the selected probability is higher when the individual fitness value is bigger.
The two chromosomes chosen for crossover should have at least one common gene (node), but there is no requirement that they be located at the same locus. The population undergoes mutation by an actual change or flipping of one of the genes of the candidate chromosomes, which keeping away from local optima [7] , [5] .
Experimental Setup and Analysis
The dataset was prepared from the 1998 DARPA intrusion detection evaluation program by MIT Lincoln Labs [18] . Each record of the datasets consists of 9 different features and 1record type. Out of 9 features, 6 features are used in genetic algorithm, which are connection duration, protocol, source port, destination port, source IP address and destination IP address. The dataset contains 24 attack types and are categorized into four namely DoS, Probe, R2L and U2R. The dataset has 41 attributes for each connection record and a class label. Totally, 22,000 attack data and 10,000 normal data are prepared for training and another set of 22,000 attack instances and 10,000 normal data are selected as the testing data. The training and testing data are selected randomly; both of them have the same approximate distribution as the KDD data set.
The total CPU usage for DIDS occurs due to cluster head formation, Network response agent. Figure 6 shows the CPU usage time and from the figure GA based DIDS is having less CPU usage than DIDS. It is clear that overall GA based DIDS is far better than the DIDS.
Figure 6. Analysis of CPU usages
From the analysis intrusion detection programs are used by more people as a component of corporate security [10] which is shown in figure 7 . 
Use of Security Technologies

Conclusions and Future Work
By deploying genetic algorithm to the distributed intrusion detection system we were able to automatically construct records. The initial filtering improves the classification abilities of the decision tree and takes longer to execute however, its nondeterministic process is able to make better decision tree.
To minimize the risks posed by malicious hosts, agents with automatically verifying integrity should be developed, which is a feasible way for host validation. In order to optimize the performance of intrusion detection tools, heuristic approaches could be developed to reduce audits that relied on preestablished relationships among attributes. IDS face several daunting but exciting challenges in the future in the arena of network security. Combine this method into complete distributed intrusion detection systems. To provide more effective attack response mechanisms like shutting down or isolating the compromised systems
